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ABSTRACT":

This paper presents the conceptual design and the related implementation of a bidirectional domain inter-
connection bridging Supervisory Control and Data Acquisition (SCADA) systems and Geographic Infor-
mation (Gl) systems. Due to the numerous common interests and the fact that both realms, SCADA and
GIS, have their own central information, namely time-based sensor data and geographical position, a
connection between these domains is a benefit for both of them. Therefore, the authors designed and
implemented a bidirectional software connector by the use of implementations of the two standards OPC
UA and OCG SOS. The presently linked information from a SCADA system can be utilized and further
augmented by a GIS, which can then readdress its outcomes to the former and vice versa. The proposed
adapter and its components have been validated in a real-world scenario. The data from three different
experimental buildings were visualized and exchanged between a SCADA/HMI-System and a GIS using
the developed software prototype.

1 INTRODUCTION

A vast amount of data is collected and stored in the process of industrial production. Telemetry
is employed to exchange this information - and the necessary commands and programs as well
- and to receive monitoring information from local and remote sites. This strategy is already
used in a wide variety of industrial branches such as manufacturing, mining, security or leisure.
Supervisory Control and Data Acquisition (SCADA) systems comprise these telemetry-based
processes as well as data acquisition from sensors within the industrial facility. Based on the
gathered data, analyses are carried out and the results are then visually displayed to enable the
associated personnel to execute the required actions in due time [1]. However, sensor data do
not only feature time-centric facets, they hold location-centric aspects as well (geo-referenced
information), which is commonly handled by Geographic Information Systems (GISs). These
systems acquire, store, process, analyze and visualize geo-referenced data, which are gained
from sensors [2]. GISs can be found in various application domains such as remote sensing [3],
water resource management [4], health applications [5], or energy management [6].

Technically speaking, SCADA systems and Gl systems, with their respective time-centric and
location-centric perspectives, are not intervened per se and do operate separately. There are no
standardized interfaces between these two domains. However, due to their common data
source, namely sensors, various common interests arise. For example, the user of a SCADA
system could direct maintenance work in case of a failure detected by the sensors in a pipeline
based on the geographic information fetched from a GIS [7].

This paper presents the concept, design and implementation of a software interface connect-
ing production industry and geoinformatics. Namely SCADA Systems and GIS are bridged using
standard protocols from both domains. The software adapter translates between the Openness,
Productivity and Collaboration (OPC) Unified Architecture (UA) [8] for SCADA systems and
the Open Geospatial Consortium (OGC) Sensor Observation Service (SOS) [9] for GIS.

Y An early version of this paper was presented at the 2014 IEEE World Forum on Internet of Things (WF-10T 2014),
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After discussing related work in the fields of SCADA and GIS as well as pointing out 'missing
links', the sections afterwards focus on the employed communication models, namely OPC UA
and OGC SOS. Then the conceptual design of the developed inter-domain connection and the
related prototypical implementation are described on the basis of the data exchange performed
through the software adapter. Subsequently, the achieved results are summed up and the pa-
per closes with an outlook on future implementation and standardization work and acknowledg-
es the support given and work done by our partners.

2 RELATED WORK

Over the last years, several research endeavors focused on the integration aspect of SCADA
systems and Gl systems. Qi et al. [10] explored the benefits of the combination of SCADA sys-
tems and Gl systems in the realm of distributed network monitoring. The authors argue that
existing integration approaches of GIS and SCADA systems often utilize commercial GIS soft-
ware, which leads to an overhead in terms of license costs and unnecessary functionality.
Therefore, they suggest a user interface design that incorporates GIS and SCADA functionali-
ties; however, a major issue still remains present: the interoperability of existing systems. It is
rather unlikely that all Small and Medium Enterprises (SMESs) will develop their own software for
several reasons: i) the development of a new system introduces additional ii) existing systems
that have already be integrated would have to be replaced, and iii) there exists a lack of support
and maintenance, normally provided by vendors' specialists.

Kosmac et al. [11] presented a combination of a SCADA system and geo-referenced infor-
mation, in specific, lighting information of a lighting location system (LLS). The aim was to pro-
vide an automated real-time fault localization tool for power lines. However, the authors do not
present a clear or detailed description how their components work. Therefore, the presented
components and the associated design constitute themselves as black boxes and in conse-
guence remain in a proprietary state.

Alonso et al. [12] focused on simulation of hydraulic models in water distribution systems in
GIS and their integration in a SCADA system. The Gl system provides the model for the SCADA
system, while measurement data from the SCADA system is utilized to calibrate the simulation
and the resulting model in the GIS. The authors achieve the desired integration by means of an
ArcGIS extension for the GIS domain and EPANET for the SCADA-based simulation control.
Again, the issue of interoperability arises. The GIS extension is vendor-specific (Esri) and the
main module for controlling the SCADA/EPANET environment is only described as a black box.

Huang et al. [13] developed a system approach to combine a GIS and a SCADA system in
order to locate leakage within a pipeline transportation system. The described approach is
vague in details and there is no existing description of how to combine GIS and SCADA in gen-
eral to solve the given problem scenario and beyond.

Wang et al. [14] proposed a vendor-independent Distribution Management System (DMS),
which exploits the benefits of the GIS and the SCADA realm. Similar to the research described
before, the authors tried to build a whole new system architecture to combine GI systems and
SCADA systems. However, their approach introduces a new issue as now the suggested ap-
proach features critical dependencies on the type of data-base that is used. A similar issue aris-
es within the work of Soto et al [15]. They built a system to support governmental water support
management.

Cavalieri et al. [16] discussed the introduction of a generalized interface, which serves as
middleware layer in order to access SCADA and GIS capabilities. The overall idea is to present
all functionalities of each system component within one architecture. The presented solution is
vendor-independent and solves the issue of interoperability of various GISs and SCADA sys-
tems. As the communication is XML-based, the issue of the used XML schema arises. If these
schemata have to be built specifically for each application scenario, the generic character of the
system architecture is lost.
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3 STADARTIZATION

The following sections describe the standards OPC Unified Architecture and OGC Sensor Ob-
servation Service, which provide the basis for the software implementation.

3.1 OPC Unified Architecture

OPC UA is a standard for machine-to-machine communication protocols in the field of automa-
tion technology, developed by the OPC Foundation [17]. Due to the fact that Software Devel-
opment Kits (SDKs) for the programming languages ANSI C, C\# and Java are available, OPC
UA is platform-independent. An implementation of the OPC UA specification typically includes a
server and a client, which both consist of three software layers: The OPC UA Stack, the OPC
UA Client/Server SDK, and the OPC UA Client/Server [8]. In order to encode messages for
transportation, the serialization of data can be either done in binary format or in Extensible
Markup Language (XML) format. The implementation for the network protocol can be based on
the UA Transmission Control Protocol (TCP), the Hypertext Transfer Protocol (HTTP), or the
Simple Object Access Protocol (SOAP). The use of Web services enables the control of facili-
ties and machines that are separated by a geographically large distance. Data models of the
OPC UA, or more specifically the address space, are built by nodes and references [17].

3.2 OGC Sensor Observation Service

OGC SOS offers a broad range of interoperability, such as discovering, connecting and query-
ing of sensors, sensor platforms, and sensor networks. Further, it is part of the OGC Sensor
Web Enablement (SWE) initiative, launched by the Open Geospatial Consortium (OGC) in order
to develop specifications for sensors, their positioning and their communication [9]. OGC itself is
dedicated to the development of geospatial standards within the GIS domain [18]. OGC SOS --
one of more than 30 published standards -- represents a Web service, which enables saving
descriptions of sensors and their measurement data. In addition, these observations can be
queried with optional temporal and spatial filters [9]. By the data exchange format XML, platform
independence is enabled [19].

4 BRIDGING SCADA SYSTEMS AND GI SYSTEMS

Building a bridge between two different domains requires knowledge of their main characteris-
tics. In automation technology, time behavior is of great interest in order to guarantee the deliv-
ery of information such as alerts or measurement values on time. In contrast, geographic infor-
mation systems focus on the geographical location and time-related information is merely an
add-value in most cases. This results in different point of views concerning observed data. Fur-
ther, it is important to ensure not to lose information when connecting domains SCADA::GIS
aims at establishing a bidirectional connection in order to exchange observation data without
loss of information. In addition, after establishing a connection, specific features such as real-
time behavior of SCADA systems and tracking of movements in Gl systems can be shared by
each other. In order to develop a sustainable concept, we propose a standardized interface
between the domains.

4.1 Conceptual Design

With the aim to implement a sustainable software adapter for bridging the gap between OPC UA
and OGC SOS, therefore it has to have the following attributes: i) independence, ii) reusability,
i) extensibility, and iv) Internet capability. Furthermore, establishing a connection must be pos-
sible without any intrusive dependencies, and the effort for configuration of the adapter should
be minimized in order to increase usability.

The implemented software adapter, see Figure 1 below, consists of two separated components.
The former component -- 'GIS2SCADA' -- is responsible for the data transfer from OGC SOS to
OPC UA. The latter component -- 'SCADA2GIS' -- enables the data transfer the opposite direc-
tion.
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Figure 1. Software Adapter Conception for Bridging SCADA and GIS

Some selected further details and information about data exchange orchestrated by the soft-
ware adapter are explained in the following subsection.

4.2 Data Exchange

Based on the concept depicted above, a bidirectional connection between OPC UA and OGC
SOS has to be implemented. In order to retrieve data of an OGC SOS, 'GIS2SCADA' has to
send an XML-based request to the service. In the first step, general information about query-
able offerings, procedures and their respective properties has to be requested. In the second
step, the newly retrieved information is used to build a request in order to get measurement data
of a specific observation. Additionally, temporal and location-based criteria can be added to the
request to filter the results. Beyond that, the return format for the resulting document can be
defined. After this process is completed, an integrated OPC UA server starts up to provide the
observation data for OPC UA clients. The model of the OPC UA server must be defined in ad-
vance and includes the required nodes and references in order to transfer the observation data
of the OGC SOS. 'SCADA2GIS' is responsible for the data transfer in the opposite direction and
takes observational data of an OPC UA server. Once the data have arrived, the component
saves it into the OGC SOS by sending a XML-based request to the Web service. This process
of saving is repeated in a defined time interval.

5 RESULTS

Based on the conceptual principles in the fields of automation technology and geoinformatics,
an autonomous software adapter was developed, whose functionalities were providing extensi-
bility and reusability. The adapter is based on internationally established standards, namely
OGC SWE and OPC UA. It provides the exchange of measurement observations and corre-
sponding meta data between implementations of these two standards. The implementation has
been tested, among others, using the official OPC UA client of the OPC Foundation. The soft-
ware adapter requests the data of the OGC SOS and provides them for an OPC UA client by
starting an internal OPC UA server.

In order to validate the functionality of the software adapter in a real world scenario, a use-
case with three smart buildings at the "BAUAkademie Lehrbauhof Salzburg" in Austria was built
up. These houses were built with different building supplies for testing effectiveness of construc-
tion and material. In the interior of the houses, and especially in the walls and bricks, there are
many sensors for measuring particularly temperature and humidity. In addition, rain, light, and
wind are also measured by these sensors.

To have the ability to analyze the history of measured values over a longer period and to be
able to perform also special spatial analyses, the data were stored in a database, which has
extensions for spatial data. In this case not only the geographical locations of the houses are of
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interest, but also the positions of the sensors inside the building, which can be north, east,
south, west, and the depth of the sensor inside of the wall.

In relation to the project task of bridging industrial control systems and geographic information
systems the goal was to collect the measurement data by retrieving them from the database
and to provide it for a SCADA system. An extension for the software adapter was implemented
to request the measurement data of the MySQL database. In a next step the measurement data
where integrated in a SCADA system. For this purpose the procedure as described above was
applied. The internal OPC UA server provides the measurement data available for OPC UA
clients. These are then able to request and browse the nodes and values. The transferred
measurement data consists of sensor names, timestamps, latitude and longitude coordinates,
indoor positions, indoor temperatures, and outdoor temperatures. In order to complete the real
world scenario, the SCADA software was employed to retrieve and display the measurement
data of the smart buildings.

6 FUTURE WORK

The implementation of the software adapter presented leaves some questions open that are
relevant for future work. Regarding flexibility, it would be helpful to be able to provide the adapt-
er functionality not in form of a dedicated bilateral link but in form of a distributed service. It
would be possible to employ the adapter service in a cloud environment. By doing so, data
could be kept location-independent and could be processed for various purposes that exceed
the current approach of near real-time data exchange. Long-term monitoring of measurement
data based on data mining techniques is one facet; another facet would be in the field of pre-
ventive maintenance or in the field of logistics support for the machine building industry. As a
side effect of this approach, a variety of devices could be easily incorporated into the present
concept. For example, this would enable on-site production forecasting, local operations optimi-
zation, and -- as a vision -- rethinking the way production planning is done today.

Another feature planned for the future is some kind of auto-negotiation in order to connect
available OPC UA servers and OGC SOSs automatically.

Related to distributed scenarios there is need for dealing with complex security issues, which is
also a major subject of future work in this field.

7 CONCLUSION

In conclusion it can be said that our concept, the developed software-adapter and its validation
in a suitable application represent a bridge between the time-centric HMI/SCADA world and the
location-centric Gl world. Both sides can profit from the data and the visualization possibilities of
the other. Utilizing OPC UA and OCG SOS as open standards for the realization of the devel-
oped data model and the implementation of the interface offers the easy integration in different
frameworks and software solutions. While the use of open XML-based standards and TCP/IP
enables easy authentication, encryption and reliable communication, real-time is left over as an
issue. A deterministic time frame of message and response still has to be established. While
this is not that big issue in GIS, it somehow remains an open question in HMI/SCADA. As this
could be easily solved using any real-time Ethernet protocol we did not elaborate on that during
the prototypical implementation and validation. Following the best practice established within
our project, it would be simple to integrate additional domains to either GIS or HMI/SCADA.

8 ACKNOWLEDGMENTS

Monetary and non-material support for this work is provided by the Austrian Research Promo-
tion Agency (FFG, Project No.: 834195). Thomas J. Lampoltshammer received his funding from
the Austrian Science Fund and the Salzburg University of Applied Sciences through the Doctor-
al College GlIScience (DK W 1237-N23). The authors would like to specially thank their project
partners, namely the Research Studios Austria Forschungsgesellschaft mbH iSpace for the
research collaboration and the joint development of the conceptual design of the software

FFH2015-TlI3-3 S.5



adapter. The companies COPA-DATA GmbH and SynerGIS GmbH deserve credit for their
practical input as well as their financial support within. Special thanks go to the "BAUAkadmie
Lehrbauhof Salzburg" for making it possible to build up a real world scenario. Without each of
the partners and the provided funding and the excellent research collaboration, neither the ide-
as presented in this paper nor the achieved results would have been possible. Special thanks
go to Thomas J. Burke (president and executive director of the OPC Foundation) for his com-
ments and valuable feedback in regard to our research.

REFERNCES

[1] D. Bailey and E. Wright. Practical SCADA for Industry. Oxford and Burlington/MA:Newnes, 2003.

[2] M. Gould, M. Craglia, M. F. Goodchild, A. Annoni, G. Camara, W. Kuhn, D. Mark, I. Masser, D.
Maguire, S. Liang, et al. Next-generation digital earth: A position paper from the vespucci initiative
for the advancement of geographic information science. International Journal of Spatial Data Infra-
structures Research (17250463), 3, 2008.

[3] M. Belgiu, I. Tomljenovic, T. J. Lampoltshammer, T. Blaschke, and B. Hofle. Ontology-based classi-
fication of building types detected from airborne laser scanning data. Remote Sensing, 6(2):1347-
1366, 2014.9.

[4] D. C. McKinney and X. Cai. Linking gis and water resources management models: an object-
oriented method. Environmental Modelling & Software, 17(5):413-425, 2002.

[5] T. Kistemann, F. Dangendorf, and J. Schweikart. New perspectives on the use of geographical in-
formation systems (gis) in environmental health sciences. International journal of hygiene and envi-
ronmental health, 205(3):169-181, 2002.

[6] B. Sorensen. Gis management of solar resource data. Solar Energy Materials and Solar Cells,
67(1):503{509, 2001.

[71 S. Back, S. Kranzer, T. Heistracher, and T. Lampoltshammer. Bridging scada systems and gi sys-
tems. In Internet of Things (WF-10T), 2014 IEEE World Forum on, pages 41-44, March 2014.

[8] W. Mahnke, S.-H. Leitner, and M. Damm. OPC Unified Architecture. Berlin and Heidelberg: Spring-
er, 2009.

[91 Open Geospatial Consortium. Why is the OGC involved in Sensor Webs? [Online]. Available:
http://www.opengeospatial.org/domain/swe (26.09.2013).

[10] L. Qi, C. Wang, W. Zhou, and Z. Yang. Design of distribution scada system based on open source
gis. In Electric Utility Deregulation and Restructuring and Power Technologies (DRPT), 2011 4th In-
ternational Conference on, pages 523-526. IEEE, 2011.

[11] J. Kosmac, V. Djurica, and M. Babuder. Automatic fault localization based on lightning information.
In Power Engineering Society General Meeting, 2006. IEEE, pages 6pp. IEEE, 2006.

[12] J. Alonso, F. Alvarruiz, D. Guerrero, V. Hernandez, J. Llopis, E. Ramos, F. Martinez, V. Bou, and H.
Bartolin. Simulation of control strategies in water distribution systems, using scada in conjunction
with calibrated models obtained from gis. In 6" International Conference on Hydroinformatics, pages
1-8, 2004.

[13] Y. Huang, G. Zhang, J. Wang, and J. Huang. Design of long distance pipeline information manage-
ment based on gis. In Information Management, Innovation Management and Industrial Engineering,
2009 International Conference on, volume 2, pages 470-473.IEEE, 2009.

[14] T. Wang, L. Jin, X. Dechao, and Z. Li. A vendor independent dms platform toward an integrated
gis/scada/oms solutions. In CIRED{17th International Conference & Exhibition on Electricity Distribu-
tion, Barcelona, Spain, 2003

[15] M. Soto-Garcia, P. Del-Amor-Saavedra, B. Martin-Gorriz, and V. Martnez-Alvarez. The role of infor-
mation and communication technologies in the modernisation of water user associations' manage-
ment. Computers and Electronics in Agriculture, 98:121-130, 2013.

[16] S. Cavalieri, F. D'Urso, C. Floridia, and A. Rossettini. Denition of a middleware for the vertical
andhorizontal integration of information in large plants. In Industrial Technology, 2004. IEEE ICIT'04.
2004 IEEE International Conference on, volume 2, pages 745-750. IEEE, 2004.

[17] J. Lange, F. lwanitz, and T. J. Burke. OPC: Von Data Access bis Unified Architecture. Berlin and
Offenbach:VDE, 2010.

[18] Open Geospatial Consortium. OoGC History  (abbreviated) [Online].  Available:
http://www.opengeospatial.org/ogc/history (26.09.2013).

[19]: OGC Sensor Observation Service Interface Standard, 2012.

FFH2015-TlI3-3 S.6


http://www.opengeospatial.org/domain/swe
http://www.opengeospatial.org/ogc/history

